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Course Curriculum



Welcome to the Cyber Savvy ISO - 27001 Course!
This comprehensive training bootcamp is designed to help you master the 
ISO 27001 standard and auditing techniques to confidently conduct internal 
and external audits.



ISO 27001 is a specification for an information security management system (ISMS). An ISMS is a frame-
work of policies and procedures that includes all legal, physical and technical controls involved in an 
organization’s information risk management processes.

Learning Objectives

	• Learn the fundamental concepts and principles of an information security management system 
(ISMS) based on ISO/IEC 27001:2022

	• Understand the ISO/IEC 27001:2022 requirements for an ISMS from the viewpoint of an 
implementer

	• Initiating and planning the Auditing of an ISMS based on ISO/IEC 27001:2022

	• Able to provide Support to an organization in operating, maintaining, and continually improving an 
ISMS based on ISO/IEC 27001

	• Prepare an organization to undergo a third-party certification audit

What will the certification allow you to do?

Certificate is the conventional acknowledgment and evidence of information which conveys a significant 
weight when you are entering the work market, or when you need to progress in your vocation. Because 
of the mechanical progressions and the intricacy of cyberattacks, the interest for IT experts keeps on 
being popular. All things considered; the ISO/IEC 27001 affirmation has turned into the standard for best 
practice in data security. By taking a confirmation you grandstand a specific expertise level which will 
show added esteem not exclusively to your expert profession yet to your association also.

Course agenda

	• About ISO

	• Information Security Basic

Course Highlights: ISO 27001:2022 Lead Auditor



• Risks

• About ISO 27000-1 & Related ISO Standards

• PDCA in Action

• Context of organization

• Leadership

• Planning

• Support

• Operations

• Performance Evaluation

• Improvement

• Introduction to controls

• A5. Organizational Controls (5.1 to 5.6)

• A5. Organizational Controls (5.7 to 5.12)

• A5. Organizational Controls (5.13 to 5.24)

• A5. Organizational Controls (5.25 to 5.37)

• A6. People Controls

• A7. Physical Controls

• A8. Technological Controls (8.1 to 8.12)

• A8. Technological Controls (8.13 to 8.24)

• A8. Technological Controls (8.25 to 8.34)

• Activity

• Fundamental Audit Concepts

• 7 Principles of Auditing (1 to 3)

• 7 Principles of Auditing (4 to 7)

• Activity

• Initiating the Audit

• Activity

• Stage 1 Audit

• Activity

• Stage 2 Audit

• Activity

• Audit Conclusions

• Beyond the Initial Audit

• Competencies and evaluation of auditors

Why ATTEND THIS TRAINING?

Our training offers an unparalleled opportunity to master three critical areas in one powerhouse training:

1. In-Depth GRC Archer Course Content

WHAT SETS THIS TRAINING APART? 
Expert Instructors: Our trainers are seasoned professionals with extensive industry experience and a 

deep understanding of the latest trends and best practices. 

Interactive Learning: Engage in dynamic sessions that combine theoretical knowledge with practical 

exercises, ensuring a well-rounded learning experience. 

Career Advancement: Enhance your professional credentials and open doors to new career opportuni-

ties with recognized certifications. 

Organizations are becoming increasingly concerned about managing and protecting their critical data 

as technology continues to advance. The most effective way to protect against threats and attacks 

is by properly implementing, auditing, and supervising data security controls and best practices. Data 

security is a fundamental expectation and requirement for clients, lawmakers, and other stakeholders. 

This unique combination of three training courses in one will equip you with the skills to navigate com-

plex regulatory landscapes, leverage industry-leading GRC tools, and lead ISO audits with confidence.



Join us in this transformative journey to become an 
ISO 27001 Lead Auditor.




